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Abstract: Cryptanalysis is a very important challenge that faces 

cryptographers. It has several types that should be well studied by 

cryptographers to be able to design cryptosystem more secure and 

able to resist any type of attacks. This paper introduces six types of 

attacks: Linear, Differential , Linear-Differential, Truncated 

differential Impossible differential  attack and Algebraic attacks. 

In this paper, algebraic attack is used to formulate the substitution 

box(S-box) of a block cipher to system of nonlinear equations and 

solve this system by using a classical method called Grobner
Bases . By Solving these equations, we made algebraic attack on 

S-box. 

Keywords: Linear attack; Differential attack; Algebraic attack; 

S-box; Grobner Bases 

I. INTRODUCTION 

Cryptography is an essential process to transmit data in a 

secure way. It protects data against passive and active attacks 

[1]. More generally, cryptography is almost constructing 

protocols that prevent public from reading private data[1]. 

Cryptographers face a huge number of difficults to design the 

cryptosystem. One of these challenges is the attack that tries 

to penetrate the cryptosystem [2]. There are two types of 

attacks based on the method of treating data transmitted: 

active attack and passive attack[1,2]. In active attack, the 

hacker attempts to modify and change the data transmitted 

between sender and receiver[2]. This type of attack is divided 

into five types: Masquerade, Modification of messages, 

Repudiation, Replay and Denial of service[1,2]. On the other 

hand, hacker in the passive attack uses the data being 

transmitted but doesn't affect it[2]. This type includes another 

two types: The release of message content and Traffic 

analysis[1,2]. Based on  what type of information the hacker 

has available, there are two types: Statistical and Algebraic 

attacks. Statistical attacks are divided into linear and 

differential attacks[3]. Statistical attacks are considered easier 

than algebraic attacks since they avoid the complexity of the 

algebraic attacks[3]. Algebraic attacks depend on formulating 

the cipher into system of equations and then solve it[4]. The 

block ciphers depend on the substitution boxes( S-boxes). 

These S-boxes are static and have no relation with the secret 

key, so the secret key is the only volatile parameter [4] .The 

design of S-boxes was published by Don Coppersmith in 

1994. Until this date, the use of S-boxes in the standard wasn't 

perfectly understood [5]. Since S-boxes are the only nonlinear 
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component of block ciphers, they have an important effect on 

cryptographic strength [5]. The design of S-boxes represents 

an important problem for security because they are the only 

nonlinear part in an encryption process and each successful 

linearization approximation can help break a few bits of the 

key [5].S-box operates independently on each byte of the state 

using a substitution table [6]. The main limitation of S-box is 

that it is fixed through the encryption algorithm. This main 

point of weakness attracts the cryptanalyst to exploit it for 

certain attacks [7]. There are four evaluation criteria for 

S-Boxes : bijectivity, nonlinearity, strict avalanche, and 

independence of output bits [7]. The nonlinearity of S-box 

reflects the algebraic degree that should be highly enough to 

resist the algebraic attacks [7] . In this paper, we have used 

algebraic attack to penetrate the S-box of a block cipher. 

In our study, we will explain the different types of attacks on 

block ciphers and use one type of them called algebraic attack 

to penetrate the S-box. 

In section 2, we introduce the definition of the attack. Then in 

section 3, different types of attacks are introduced. In section 

4, the principle of light weight AES S-box is explained. In 

section 5, the resistance of algebraic attacks ( ) explained to 

measure the strength of the S-box. In section 6, we apply 

Grobner Bases as a method for solving multivariate system 

of nonlinear equations included in the mathematical model of 

the S-box to penetrate it. 

II. DEFINITION OF ATTACK   

 Attack of cryptosystem (also called cryptanalysis)  means 

understanding how the cryptosystem works with the aim of 

finding and improving techniques in order to defeat or weak 

this system [8]. Results of cryptanalysts' research are used by 

cryptographers to improve the strength of  the encryption 

algorithm to be able to resist any attack [8]. Abroad range of 

organizations (such as government and companies)  practiced 

cryptanalysis to decrypt other  nations' confidential 

communications.[8] 

A. Different types of attacks 

There are different types of attacks based on what type of 

information the hacker has available. These types are 

explained as follows:[3] 

1) Statistical attacks 

In these attacks statistical weaknesses are exploited in a 

targeted algorithm. They includes six types: Differential , 

Linear, Differential-linear , Truncated differential and  

Impossible differential  attack.[3] 

 Differential attack [9] 

This type of attack try to find the difference between 

related plaintexts that are encrypted . The plaintexts may 

differ by a few bits.  
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The plaintext to be encrypted are chosen by the attacker (but 

attacker doesn't know the key) and then encrypts related 

plaintexts . Then statistical analysis is used by the 

cryptanalyst to search for signs of non-randomness in cipher 

texts, zeroing in on areas where the plaintexts differ . Every 

bit of the related cipher texts should have a 50/50 chance of 

flipping; the cryptanalyst searches for areas where this is not 

true. Any such underlying order is a clue to recover the key. 

 Linear attack [10] 

It is one of the two most widely used attacks on block 

ciphers; the other being differential attack. It seeks to find 

affine approximations to the action of a cipher. There are two 

parts to linear attack. The first one is about constructing linear 

equations relating plaintext, cipher text and key bits that have 

a high bias , whose probabilities of holding (over the space of 

all possible values of their variables) are as close as possible 

to 0 or 1. The second is about using these linear equations in 

conjunction with known plaintext-cipher text pairs to derive 

key bits. 

 Differential- Linear attack [11] 

In this type a differential characteristic is used over part of 

the cipher with a probability of 1 (this probability would be 

much lower for the whole cipher for a few rounds). The 

rounds immediately following the differential characteristic 

have a linear approximation defined, and we expect that the 

probability of the linear approximation that  holding for one 

chosen plaintext but not the other will be lower for the correct 

key for each chosen plaintext pair.  

 Truncated differential attack [12] 

This type of attack is a generalization of differential 

cryptanalysis. In this type, the full difference between two 

texts is analyzed by ordinary differential cryptanalysis and 

the truncated variant considers differences that are only 

partially determined. It makes predictions of only some of the 

bits instead of the full block. 

 Impossible differential  attack [13] 

This attack is a form of differential attack for block 

ciphers. differences ,that propagate through the cipher , that 

are impossible (having probability 0) are exploited at some 

intermediate state of the cipher algorithm.  

2) Algebraic attack [14] 

This type uses polynomials with several variables over finite 

field. It depends on converting the encryption system into a 

simultaneous multivariate equations system then solve it by 

one of algebraic tools such as grobner bases. This type 

requires very small number of known plaintexts. 

III. PRINCIPLE OF LIGHT WEIGHT AES S-BOX 

Definition 1 (mathematical definition of S-box) [15]  

     A substitution operation or a m m S-box (or S-box of 

the size m m ) is a mapping 
2 2

: F F
m m

V   ,where 2m   

is a fixed positive integer. A m -argument Boolean function 

if a mapping
2 2: F F
m

g  . An S-box 
2 2

: F F
m m

V  can be 

decomposed into the sequence,   1 2
, ,......,

m
V f f f  of 

Boolean functions such that 

 1 2 1 1 2 2 1 2 1 2
, ,....., ( ( , ,....., ), ( , ,....., ),....., ( , ,....., ))

m m m m m
V f f f f x x x f x x x f x x x

 . We say that the functions 
1 2
, ,.....,

m
f f f  are the 

components functions of S-box. 

The S-box is constructed by the composition of two 

transformations:[16]  

1) Taking multiplicative inverse 
1

(x )
 in

4
(2 )GF .

1
(x )

 is 

defined by the inverse function ( )I x  as follows: 

 
14

( ) , 0
( )

0, 0

x x
I x

x

  
 

 





 

2) Applying an affine transformation function ( )y x  over 

GF (2) defined by: 

 

3

2

1

0

( ) ' 2 '

1 0 1 1

0 1 1 1

1

0

0

11 1 0

1 1 0 1 0

y x Ma x

x

x

x

x

    

    
    
    
    
         

(1) 

 

Where ( 0,1, 2,3)ix i   are the bits of the byte x  and 
3

x  is 

the most significant bit.  

 

Case Study : 

Let the design equation of the S-box be 
1

13 2x

  of

4 4
(2 / 1)GF x x   , then the S-box can be as shown in 

Table 1: 

Table I: S-box of equation 
1

13 2x

  of

4 4
(2 / 1)GF x x   

Input F E D C B A 9 8 7 6 5 4 3 2 1 0 

Output 9 1 5 7 8 E C D B 6 A 3 0 4 F 2 

Step 1: The mathematical model of S-box formed as 
follows:[17] 

3 3 3 0 3 2 1 0 2 1
0x z x x x z x z x z      ,                     (2)

  (18) 

3 3 3 2 3 2 3 0 0 0 2 2 1 1
0x z x x z x x z x z x z x z        ,            (3) 

2 3 2 3 0 2 0 3 1 1 3 1 0 1 1 2
0x z x x z x z x z x z x x z x z         ,        (4) 

3 3 3 3 2 2 1 1 0 0 3 0 3
1 0x x x x x xx z z zz z z         ,          (5) 

3 3 3 3 0 2 3 2 2 2 1 1 0 0 0
0x x x x x x x zx z z z z z z         ,             (6) 

3 0 3 1 2 3 2 2 0 1 3 1 1 2 0 1 1
0x x x x x x x x zx z z z z z z z          ,             (7) 

3 1 2 0 1 3 1 0 2 2
0x x xx z z z x zz      , (8) 

3 3 3 2 2 1 1 0 0 3 0
0x z z zx x x x xz z      , (9) 
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3 3 3 3 0 2 3 2 2 1 1 0 0
0x z z zx x z z zx x x x       , (10) 

3 0 3 1 2 3 2 2 0 1 3 1 2 0 1
0x x x x xx z z z z z zx x z        , (11) 

3 1 2 0 1 3 1 0 2 0
0x x xx z z z x xz      . (12) 

After making the mathematical model, we should 
determine the difficulty of solving these equations by 
using the resistance of algebraic attacks (Γ) which will be 
explained in the next section. 

IV. THE RESISTANCE OF ALGEBRAIC ATTACKS 

(RAA) 

One S-box with good cryptographic properties can ensure 

the cipher to resist against a variety of cryptanalysis methods, 

so any shortcomings of S-box will weaken the security of the 

cipher. [18] 
 

 Definition 2 [18]  

Given r equations of t terms in
4

(2 )GF , the resistance 

of algebraic attacks (RAA) is denoted by Γ and is defined to 

be 

( ) /
(( ) / )

t r n
t r n


    (13) 

This resistance reflects the difficulty of solving 

multivariate equations system. Thus, in this paper we will use 

this quantity ' Γ’ to measure the resistance of the light weight 

S-box against algebraic attacks. [18] 

 

Step 2:In our case study, 4n  , 11r  and 24t  , so 

the resistance will be  

 

 
(24 11)/4

( 24 11) / 4 45.09888


     (14)  

Step 3:After estimating 'ᴦ' we will apply Grobner Bases 

to this system to be solved. 

V. GRoBNER BASES AS A METHOD TO ATTACK 

Grobner is a classical method used to solve multivariate 

nonlinear system of equations. "Buchberger” developed the 

basic algorithm for computing Grobner Bases in 1965 [19]. 

The discovery of this algorithm solved many problems that 

needed a computational treatment in commutative algebra, 

such as deciding whether a polynomial belongs to the ideal 

generated by some sequence of polynomials [20]. For more 

understanding Grobner Bases, there are some definitions 

described as follows:   

Definition 3 [19]  

The lexicographic order: is the order > such that

1 2x x
y y  exactly when the first non-zero entry of the 

vector 
1 2

x x  is positive.  

The graded lexicographic order: is the order > such that

1 2x x
y y , if deg  1x

y  > deg   2x
y  or 

 deg 1x
y  =deg 2x

y , and the first non-zero entry of 
1 2

x x  

is positive. 

The graded reverse lexicographic order: is the order > 

such that 1 2x x
y y  if deg 1x

y > deg   2x
y  or 

 deg  1x
y = deg  2x

y , and the last non-zero entry of 
1 2

x x

is negative. 

We have defined each of these so that in every case,

1 2 n
y y y    for  1 2 3

, ,R k y y y , the graded 

reverse lexicographic order satisfies  
2 2 2

1 1 2 2 1 3 2 3 3
y y y y y y y y y     , 

While the graded lexicographic order has 
2 2 2

1 1 2 1 3 2 2 3 3
y y y y y y y y y      

Definition 4 [19]  

 

Given a monomial order, a Grobner Bases G of a nonzero 

ideal I  is a generating set 
1 2

{ , , , }
k

g g g I  such that 

for all f R , f leaves a remainder 0 when divided by G  if 

and only if f I .  

 

Definition 5 [20]  

Let  

( ( ), ( )) ( ( ), ( ))
( , )

( ) ( )

lcm LM f LM g lcm LM f LM g
S f g f g

LT f LT f
      (15) 

Where lcm  is the least common multiple, LT is the 

leading term, and LM  is the leading monomial. This is the 

S-polynomial of f and g , where’s’ stands for “Subtraction 

or Syzygy”. 

 

Theorem 1 (Buchberger’s Criterion) [20]  

Let
1 2

{ , , , }
k

G g g g I  for some ideal I . If

( , )i jS g g gives a remainder 0 when divided by G  for all 

pairs ,i jg g G  , then G   is a Grobner Bases of I . 

 

Buchberger’s Algorithm 

 A monomial ordering is chosen. 

 Starting with any generating set

1 2
, , , }{

k
g g gG    of I . 

 Selecting a pair of generators ,i jg g fromG . 

 The remainder r when   ( , )i jS g g   is divided by 

G  

 If 0r  then continue, otherwise add r  to the 

generating setG .  

 Repeating from step 2 until processing all possible 

pairs fromG . 

 Note that adding generators to G  at any time, suddenly 

many more pairs have to be considered. 

In our case study, after applying Grobner Bases method to 

the mathematical model, then the Result will be as follows: 

(equations16-23) 
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Table II: Results of the Case Study 

3
1 0z  , (16) 

2

22 0z z   (17) 

1
0z   (18) 

0
0z   (19) 

3
0x   (20) 

2
0x   (21) 

1
0x   (22) 

0 2
0x z   (23) 

 
Then the resistance will be  

 
(3 2)/4

( 3 2) / 4 0.707106


                             (24) 

Hence the ratio of penetrating this S-box is 
98.43209854%. This ratio means that this S-box has 
weak algebraic structure. 

VI. CONCLUSION 

In this paper, we have introduced  different types of 

attacks on block ciphers .Also, we have used the algebraic 

cryptanalysis type to convert the S-box into a system of 

multivariate nonlinear equations . After that, we have solved 

it by a classical method called Grobner bases . Finally, we 

have  made an algebraic attack on the S-box by exploiting its 

weak algebraic construction. 
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